Securing the University’s digital information, including information communicated
through email, is a priority for the Division of Information Technology. This document
Is intended to help you understand the importance of encryption and how to encrypt
your emails that contain sensitive amrsonally identifiable information (PII).

Learn toEncrypt your Email Messages:

1.
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Why do you need to encrypt emalil

With very little information, an aticker can create false accoungsgal identities and
perform other malicious actasing personally identifiable information (PRersonally
Identifiable Information is data that could be used to identify a specific ichakal Any two or
more pieces of identifying data communicated togetlage also considered PExamples of
Pl that incorporate sensitive data include lare not limited to the following:

x Full rame
X Birthdate
X Birthplace
x Social Security Number or Driver’s license
x Student/employee identification number, or any other personal ID number
x Financial account number or credit card number
X
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How to encrypt emalll

Encrypted emails must be sent and received througtsUOffice 365 Véb Qient.
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To enable the Do Ndtorwardfunctiononly without encryption

1. Within theencryptionbanner, click the Change Permissidimk > SelecDo Not Forward
from the dropdown menu > ClicBK.

A banner will appear that readBo Not Forward:
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